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Abstract: Blockchain technology is known to be the driving force of the next fundamental revolution in 

information technology. Cloud data is metadata that records the history of the creation and operations 

performed on a cloud data object. Secure data provenance is crucial for data accountability, forensics and 

privacy. In this paper,in the proposed system a smart contract will store the metadata like the file size, type of 

file, created timestamp, updated timestamp, deleted timestamp, and the hash of the file which will act as a 

unique identity of the file. This unique identity will help us to fetch the file and will be the proof that the file was 

not tampered with. The data is stored on a peer-to-peer network of nodes, using a data structure called Directed 

acyclic graph. DAG breaks the files and stores it in small pieces across the nodes. The storage system makes the 

files available even if central websites go offline or government authorities censor the content. One can also get 

a good network speed as it gets the file from the node that is closer to you. 
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I. Introduction  
Decentralisation is understood as the transfer of authority from a central entity to a more localized and 

„liberal‟ system. The concept itself has been around for a while and an earlier concept could be paralleled to the 

introduction of the Internet where the spread of information was democratized. The term is now being coined 

against Blockchain technologies and applications like Bitcoin and Ethereum which are decentralized financial 

transactions and computing power. Each block contains a cryptographic hash of the data of the previous block. 

The nonce is calculated by the miners by solving a cryptographic puzzle to propose the next block in the chain. 

It is known as proof of work. The blockchain is said to be immutable because of its cryptographic properties. 

But this does not mean that changing the data is impossible. It means that it is extremely hard to change the data 

and any change can be easily detected. A merkle tree is a binary tree with hash pointers. 

A merkle tree is a structure that allows for efficient and secure verification of content in a large body of 

data. The advantage of using merkle trees is that proving membership requires O(log(n)) steps. Also, in a sorted 

merkle tree, non-membership can also be proved in O(log(n)) steps. The first block is known as the genesis 

block.Theblockchain is essentially a distributed account database,which is composed of a chain of data blocks 

generated through cryptographic correlation. Each data block contains information which is valid for multiple 

network transactions.Once the data has been verified and added to the blockchain,it will be permanently stored 

unless someone can control more than 51% of the nodes at the same time. The modification of the database on a 

single node is invalid, this property makes  the data stability and reliability of the blockchain excellent. 

The first blockchain was conceptualized by Satoshi Nakamoto 2008 and is currently used primarily in 

digital currencies similar to Bitcoin. The distributed and non-tampering features of blockchain make it favored 

in many industries, especially in the financial sector. However, until now, only a small number of applications 

have been put into use in the realistic environment.Therefore, in the face of the tracking data about agricultural 

products, we hope that we can use blockchain technology to prevent tampering to ensure data security. 

However, compared with other industries, the internet of things has a greater amount of data and storage 

pressure. In order to achieve the consensus of distributed nodes, the block generation speed and transaction 

processing capacity of blockchain are limited, so it is not possible to directly apply the blockchain technology to 

store a mass of sensor data.On the other hand, the blockchain system, which focuses on the transactions of users, 

we can store the data by writing it into transactions, but with the transaction rate limit of blockchain, there is a 

bottleneck in data throughput.More importantly, relying on the blockchain itself, it is hard to quickly store or 

query all the hash bulk data in different blocks through the identity defined by us 

 

II. Related Work  
2.1   Secured Data Storage Scheme based on Blockchain for Agriculture

[1]
 

Their proposed system uses blockchain to track agriculture products . Here Idea is to use blockchain 

technology with Internet of things to ensure data security. Agricultural products are bound with an IOT sensor 

module, so that the sensor can acquire the data of the products and upload it to the server in real-time. The 

server then uses a data structure to store data on blockchain, concurrently the system can efficiently query the 

data and provide it to the front-end application. 
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2.2   BlockStore: A Secure Decentralized Storage
[2]

 

This Blockstore provides a decentralized framework for file storage. The system‟s primary motivation 

is to efficiently utilize storage resources of users. Users often have un-utilized or underutilized storage on their 

devices. They can choose to host their storage resources when they are not in use. Users rent storage from the 

host for a fee for a fixed period and release back after the time expires. 

 

2.3   Endolith: A Blockchain-based Framework to Enhance Data Retention in Cloud Storage
[3]

 

Endolith, an auditing framework for verifying file integrity and tracking file history without relying on 

third party, uses a smart contract-based blockchain system. Endolith hashes file on creation or modification and 

stores metadata to keep track of these files. Endolith uses a File System API for creation, modification and 

deletion of files.  

 

III. Methodology 
Agile Practice Development is being used, to meet the ever changing business needs for the product, 

product has to be made iteratively all the while also providing an efficient and quality output. Also scaling up 

the development process as the product reaches its completion phase. Other methodologies that will be used are:  

 

3.1 Smart-Contracts: 
The main logic of the system depends on the smart contract. Ethereum smart contracts are immutable 

computer programs that run on blockchain. A smart-contract will be the brain of our system, it will have the 

tasks to store file meta-data on the blockchain. 

 

3.2 Responsive User Interface: 
A Responsive User Interface is the key to a good application.  The issue with web applications is  that 

different browsers have different bugs, for example memory leaks, layout issues, clicking issues etc, all these 

have to be taken care of during development for users seamless experience. Also, the website layout on mobile 

browsers might look smaller as compared to the desktop browsers, sometimes some layout might be missing or 

the views get arranged in a disorderly fashion, due to size of the mobile screen. All these issues should also be 

taken into consideration during development.  

 

3.3 State Channel: 

State channels are basically two-way pathways opened between two users that want to communicate 

with each other in the form of transactions. Each participant in the channel signs these transactions with his 

private key to ensure that they are undeniably true and authorized. After all the transactions are complete, the 

final state of the state channel is stored in the blockchain, ignoring all the previous transactions. This reduces 

fees as now the fee will be charged for only one transaction. 

 
Fig 1.Working of Storage Management using IPFS(Inter Planetary File System 

 

IV. Results  
We store the metadata on the ethereumblockchain and wrote the below tests. Below Fig 2(a) & (b) 

shows test on application for storage of file metadata, to fetch the number of files stored and to fetch the file‟s 

metadata. When we store file metadata we get all the details of the transaction (A function call to change the 

state of blockchain is called a transaction). This transaction takes some fees which is calculated in gas and paid 

with ethereum. When a function to get number of files is called we get a length of the file metadata array in 
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Integer type. To retrieve files we call getFile function with the index of file, this index is of type integer. The 

function returns metadata mapped with the provided index in the function parameter. 

 

 
Fig. 2(a) Output of metadata fetching 

 

 
Fig. 2(b) Output of metadata fetching 

 

V. Conclusion  
Blockchain technology is going to be the future of the internet, also known as „WEB 3.0‟. The storage 

that we provide can help users to upload files, edit files, share files and also at some point files like music, 

videos, pictures etc could be sold and bought using Ethereum or any other cryptocurrency. Also, the storage can 

be used to host websites same as hosting files. Finally all the meta-data is stored on the blockchain and the data 

is impossible to manipulate as the chain becomes bigger and bigger. 
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